Abstract. In CRYPTO 2012, Sahai et al. raised the concern that in a cloud control system revocation of past keys should also be accompanied by updation of previously generated ciphertexts in order to prevent unread ciphertexts from being read by revoked users. Self-updatable encryption (SUE), introduced by Lee et al. in ASIACRYPT 2013, is a newly developed cryptographic primitive that realizes ciphertext update as an inbuilt functionality and thus improves the efficiency of key revocation and time evolution in cloud management. In SUE, a user can decrypt a ciphertext associated with a specific time if and only if the user possesses a private key corresponding to either the same time as that of the ciphertext or some future time. Furthermore, a ciphertext attached to a certain time can be updated to a new one attached to a future time using only public information. The SUE schemes available in the literature are either (a) fully secure but developed in a composite order bilinear group setting under highly non-standard assumptions or (b) designed in prime order bilinear groups but only selectively secure. This paper presents the first fully secure SUE scheme in prime order bilinear groups under standard assumptions, namely, the Decisional Linear and the Decisional Bilinear Diffie-Hellman assumptions. As pointed out by Freeman (EUROCRYPT 2010) and Lewko (EUROCRYPT 2012), the communication and storage, as well as, computational efficiency of prime order bilinear groups are much higher compared to that of composite order bilinear groups with an equivalent level of security. Consequently, our SUE scheme is highly cost-effective than the existing fully secure SUE.
Introduction
Cloud storage is gaining popularity very rapidly in recent years due to its lower cost of service, easier data management facility and, most importantly, the accessibility of stored data through Internet from any geographic location. However, since these databases are often filled with oversensitive information, these are prime targets of attackers and security breaches in such systems are not uncommon, especially by insiders of the organizations maintaining the cloud servers.
In particular, access control is one of the greatest concerns, i.e., the sensitive data items have to be protected from any illegal access, whether it comes from outsiders or even from insiders without proper access rights. Additionally, organizations storing extremely sensitive data to an external cloud server might not want to give the server any access to their information at all. Similar problems can easily arise when dealing with centralized storage within an organization, where different users in different departments have access to varying levels of sensitive data.
One possible approach for this problem is to use attribute-based encryption (ABE) that provides cryptographically enhanced access control functionality in encrypted data [10] . However, in a cloud storage data access is not static. To deal with the change of users' credentials that takes place over time, revocable ABE (R-ABE) [1] has been suggested in which a user's private key can be revoked. In R-ABE, a revoked user is restricted from learning any partial information about the messages encrypted when the ciphertext is created after the time of revocation. Sahai et al. [13] highlighted the fact that R-ABE alone does not suffice in managing dynamic credentials for cloud storage. In fact, R-ABE cannot prevent a revoked user from accessing ciphertexts that were created before the revocation, since the old private key of the revoked user is enough to decrypt those ciphertexts. Thus a complete solution has to support not only the revocation functionality but also the ciphertext update functionality such that a ciphertext at any arbitrary time can be updated to a new ciphertext at a future time by the cloud server just using publicly available information and thereby making previously stored data inaccessible to revoked users.
Self-updatable encryption (SUE), introduced by Lee et al. [8] , is a newly developed cryptographic primitive that realizes ciphertext update as an inbuilt functionality and thus improves the efficiency of key revocation and time evolution in cloud management. In SUE, a ciphertext and a private key are associated with specific times. A user who has a private key with time T can decrypt a ciphertext with time T if and only if T ≤ T . Additionally, a ciphertext attached to a particular time can be updated to a new ciphertext attached to a future time just using public values.
SUE is related to the notion of forward secure encryption (FSE) [3] . In FSE, a private key associated with a time is evolved to another private key with the immediate subsequent time, and then the past private key is erased. Forward security ensures that an exposed private key with a time cannot be used to decrypt a past ciphertext. In addition to satisfying a similar objective, SUE offers more flexibility in the sense that SUE supports one-to-many communication and thus is suitable for constructing more complex cryptographic primitives by combining with ABE or predicate encryption (PE) [8] . We may view SUE as the dual concept of FSE since the role of private keys and that of the ciphertexts are reversed.
Being an encryption scheme with enhanced time control mechanism, SUE can be applied in various other cryptographic primitives such as time-release encryption [12] and key-insulated encryption [4] to provide better security guarantees.
